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The Fourth Amendment
and Computers:

Is a Computer Just Another Container or Are New Rules
Required to Reflect New Technologies?

ne hundred years ago, there was no “auto-

mobile exception” to the search warrant

requirement.1 Of course, there were no
automobiles in the 18th century when the Fourth
Amendment,2 which bars unreasonable searches and
seizures, was adopted as part of the Bill of Rights.
Determining what is reasonable with regard to automo-
bile searches needed to be decided for circumstances not
envisioned by the authors of the Fourth Amendment.
Over the past 100 years, the U.S. Supreme Court has
established a set of rules that govern the searching and
seizing of automobiles, drivers and passengers. Dozens
of Supreme Court decisions have focused on when
automobiles may be stopped and searched; when driv-
ers and passengers may be stopped and searched; and

the duration and intensity of searches of the occupants,
their luggage and the vehicle itself.
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There were no
century, either.

It has taken 100 years for the Court to announce
dozens of rules that set forth exactly what the police
may and may not do when it comes to stopping and
searching automobiles, but it could take more than that
to craft a set of rules that address the unique problems
confronting the police and citizens when it comes to
searching for, and seizing, information contained in
computers.

Although there is considerable debate about whether
traditional Fourth Amendment jurisprudence can ade-
quately address any issue that arises in the context of a
computer search, or whether an entirely new set of rules
is needed,? the fact of the matter is that the computer
presents new and intriguing problems in the area of the
Fourth Amendment, regardless of whether the courts
ultimately rely on adapting old rules to solve the prob-
lems, or adopting new rules to reflect the technologies.

Law enforcement agents” increasing reliance on com-
puter seizures reflects the undeniable fact that computers
not only contain evidence of criminal wrongdoing, but are
primary tools in perpetrating crimes: “The computer facil-
itates the terrorist organization’s ability to train its mem-
bers, spread propaganda and case its targets, just as it
helps the identity thief locate his victims, the pornograph-

computers in the 18th
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er to collect and view child pornog-
raphy and the fraudster to generate
fake documents.”4 According to the
US. Census Bureau, in 2003, there
were over 70 million households
with laptop computers—roughly 62
percent of all households.

When the Supreme Court decid-
ed Kyllo v. United States® eight years
ago, the same dilemma confronted
the Court: How should the Court
apply a 200 year-old right to be free
from unreasonable searches and
seizures to circumstances (the abili-
ty to measure by thermal imaging
the heat emanating from a house)
that were unimaginable to the
founding fathers? Justice Scalia
wrote for the majority, “It would be
foolish to contend that the degree of
privacy secured to citizens by the
Fourth Amendment has been
entirely unaffected by the advance
of technology.”” Indeed, the tradi-
tional boundaries of current Fourth
Amendment law, including the
foundational requirements of
expectation of privacy and particu-
larity, to say nothing of the concepts
embodied in the various exceptions
to the search warrant requirement,
were written by the Court when the
most technologically advanced
instrument was a slide rule.8

How, then, should a court con-
sider whether to issue a search
warrant for the search and seizure
of a computer? When does a per-
son have a reasonable expectation
of privacy in the contents of a com-
puter, and does it make a differ-
ence if the computer is used at the
workplace, or is shared by other
people? Must there be a showing
that the target computer is likely to
contain evidence or contraband, or
is it assumed that all suspects’ com-
puters contain such evidence if the
suspect is shown to be a criminal?
Should the police be permitted to
seize a computer when a warrant
authorizes the seizure of “docu-
ments” or “records” or “other evi-
dence of a crime” if the warrant
does not expressly permit the
seizure of computers or disks in the
“to be seized” paragraph of the
warrant? How are the search war-
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rant exceptions such as consent
searches, searches incident to arrest
and inventory searches, to be
applied when the target is a com-
puter? Are there any limits to what
the police can do once they seize
the computer? May they look
throughout its entire contents?
May they do so for days, or
weeks or months? May they use
sophisticated forensic tools to dis-
cover what was deleted years ago,
or never even viewed by the
computer’s owner?

When considering the applica-
tion of the Fourth Amendment to
computers, consider the following:

B In a typical laptop computer
that a consumer buys, a person
can save hundreds of thousands
of documents, fotaling millions of
pages. This is the equivalent of
several thousand bankers boxes
of paper. The laptop on which
this article was composed can
save nearly 600,000 articles of
this length.?

B The computer will enable the
user to access all e-mails previ-
ously sent and received for as
long as the subscriber has been
using e-mail communication
(compare that to the “old days”
when telephone messages—
“While You Were Out” slips—
and correspondence were hap-
hazardly catalogued, archived
or simply incinerated).10

m The computer records and
“remembers” every Internet site
that the computer has visited,
sometimes going back for years.
The computer also stores the
information  about  every
Internet search conducted on
the computer.11

m Internet cache files store every
picture that has come across the
computer from the Internet,
including those that “pop-up”
and were not consciously
retrieved or saved by the person
sitting at the computer.12

m Forensic tools that are available
to law enforcement agencies
(and, for that matter, the gener-
al public), can retrieve thou-

sands of deleted messages, doc-
uments, photographs and
Internet searches years after the
computer user clicked the
“delete” button.13 Even empty-
ing the recycle bin will not
ensure that the information is,
in fact, irretrievable.

m In cases involving larger comput-
ers or servers (such as those
found at various businesses that
might be the subject of a search in
a white-collar case), the above sta-
tistics increase exponentially.14

It is no more practical for one to
set forth a compact set of rules to
govern the searching and seizing of
computers today than it would
have been reasonable for a scholar
to create an entire set of rules for
the searching and seizing of auto-
mobiles when the first Model T
rolled off the assembly line at the
Piquette Avenue Plant in Detroit on
Sept. 27, 1908. Indeed, it would
have been much easier to enact an
entire code to guide the police with
respect to the searches of automo-
biles 100 years ago than it would be
to promulgate rules for computer
searches today. After all, a luxury-
class Hummer isn’t that much dif-
ferent from a Model T, but the com-
puters of tomorrow will bear very
little resemblance to the computers
of today. The day is very near when
computers and tracking devices in
our homes—inside our refrigera-
tors, our home theaters, our home
security systems, our cars, as well
as our personal laptop computers—
will be connected to the outside
world in such a way that the neces-
sity for the police actually to enter
the house to conduct a search (and
seize the hardware) will be laugh-
ably antiquated before the ink dries
on our hypothetical new rules.
Tomorrow, police investigators will
simply get a warrant (hopefully),
enter our computers from their
precincts and obtain all the infor-
mation that they desire.

The Constitution is not the only
limitation on invasions of privacy.
Congress and state legislatures can
also enact rules that govern access
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to electronic data. Congress, for
example, has concluded that Title
III (the federal wiretap statute)
applies to e-mails.15 Thus, the more
rigorous Title III requirements
must be satisfied before e-mails can
be intercepted. With regard to
stored e-mails (i.e., e-mails stored
at AOL or Yahoo!), Congress enact-
ed the Stored Wire and Electronic
Communications and Trans-
actional Records Access Act, which
prescribes specific rules regarding
law enforcement agents” ability to
obtain copies of a person’s e-mails
from those institutions.16 This arti-
cle only addresses the constitution-
al issues raised in the context of
computer searches.

Issues of Standing/
Expectation of Privacy

A party alleging an unconstitu-
tional search under the Fourth
Amendment must establish both a
subjective and an objectively rea-
sonable expectation of privacy in
order to succeed in an effort to sup-
press the fruits of that search. The
subjective component requires that
a person exhibit an actual expecta-
tion of privacy, while the objective

component requires that the priva-
cy expectation be one that society is
prepared to recognize as reason-
able.17 Obviously, a person has an
expectation of privacy in the con-
tents of a computer, just as he or
she would have an expectation of
privacy in a briefcase or file cabi-
net.18 Certain unique features of a
computer, however, render such a
simplistic analysis problematic in
certain circumstances.

First, of course, a computer may
be shared by many people, thus
enabling more than one person the
ability to consent to a search of the
contents. Rarely is a person’s brief-
case a shared container. A woman’s
purse is generally not equally
accessible to her spouse, but com-
puters are frequently shared by
members of the family. The chil-
dren play video games on the com-
puter, and the adults might have
separate e-mail accounts. Indeed,
different users may even have their
own passwords that they might, or
might not, share with other users.

Second, at work, a computer may
be subject to certain work-related
rules regarding access by the
employer. The computer may also
be connected to a server that enables

the contents to be viewed by count-
less other employees, thus negating
any expectation of privacy.

Third, much of the contents of
the computer might represent com-
munications with another person
(e-mails) or another entity. These
communications, unlike phone
calls, which “exist” only during the
course of the communication
(unless recorded by a participant),
endure for a virtual eternity in the
computer’s archives or the Internet
provider’s server.

With regard to workplace com-
puters, the basic law is clear.
Generally, a person has an expecta-
tion of privacy in his personal
work space at a private place of
employment.19 The Supreme Court
has also recognized an expectation
of privacy for public employees
with respect to searches conducted
by their employers.20

Courts have extended these cases
to the employee’s computer at his
work station, but this expectation of
privacy may be limited or even
eliminated by workplace rules and
protocols that expressly advise
employees that their computers are
subject to being audited or
reviewed by agency personnel.

February 2009
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When an employer expressly
informs employees that the contents
of the computer will be monitored
and examined, some courts have
found no expectation of privacy.?1

In United States v. Ziegler,?? the
U.S. Court of Appeals for the 9th
Circuit held that an employee of a
business had a reasonable expecta-
tion of privacy in his computer,
even though his computer was pro-
vided by the company and he con-
nected his computer to the compa-
ny’s server, which was known to
have a firewall that enabled the
company’s IT employees to review
the computer’s Internet activity.
Despite the accessibility of the
computer to other employees, the
court focused on the facts that the
defendant’s computer was kept in
an office that he did not share with
others and that he maintained a
password on the computer demon-
strating his subjective expectation
of privacy.23

When an employee fails to
demonstrate a subjective expecta-
tion of privacy, however, courts
have not hesitated to find that
there was no expectation of priva-
cy to contest a search. In United
States v. King,?* the U.S. Court of
Appeals for the 11th Circuit held
that a soldier who connected his
laptop to the military base server
could not claim a legitimate expec-
tation of privacy in the contents of
the computer, including his hard
drive, because he knew that other
computer users could access infor-
mation in his hard drive once his
computer was connected to the
server. The court was uncon-
vinced that any expectation of pri-
vacy in the computer was objec-
tively reasonable, even though
King installed security settings
that inhibited access to his com-
puter by others.

Similarly, in United States v.
Barrows,?5 the U.S. Court of
Appeals for the 10th Circuit held
that a city employee who connect-
ed his laptop to the city computers
and left it in an open area of the
office, unlocked, not password-
protected and switched on even
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when he left for the night, failed to
demonstrate an expectation of pri-
vacy in the computer’s contents.

Circumstances arise in which a
person loses his expectation of pri-
vacy due to the actions of third
parties. Thus, a UPS or Federal
Express employee, or airline per-
sonnel, may open a package or
suitcase entrusted to their care. If
contraband is discovered, law
enforcement may conduct a co-
extensive search without obtain-
ing a search warrant. The theory is
that there is no additional viola-
tion of the defendant’s expectation
of privacy.26

The 11th Circuit has also applied
this reasoning to the situation of
a “hacker” who surreptitiously
“invaded” the defendant’s comput-
er, made copies of the contents and
then supplied them to law enforce-
ment. The 11th Circuit held that the
“private search” did not implicate
the Fourth Amendment.2” Once the
information was revealed to law
enforcement, a further search
did not invoke any Fourth
Amendment protection.

What if the content of a person’s
computer has been observed by a
repairman and he sees what he sus-
pects is child pornography? To
what extent may the police conduct
a search without obtaining a war-
rant? Are the entire contents of the
computer no longer subject to an
expectation of privacy, or just the
file observed by the non-state
agent? In Walter v. United States,?8
the FBI was called by a private
party to retrieve certain films that
had been mistakenly delivered to
the private party. The private party
examined the labels on the film
canisters, but did not actually view
the films. The FBI went beyond
what was viewed by the private
party, and, therefore, was held (by
a plurality opinion of the Court,
which announced no unified theo-
ry) to have conducted a search that
was covered by the Fourth
Amendment and for which the
defendant retained an expectation
of privacy. By analogy, if a repair-
man views one file in a computer,

this does not vitiate the computer
owner’s continued expectation of
privacy in a separate file.

The question remains, how
extensively may the police conduct
a search based on a limited view of
the target area by the private party?
In United States v. Runyan,?? the U.S.
Court of Appeals for the 5th Circuit
held that once a particular disk has
been examined by a private person
who provides the disk to the police,
the entire disk may be examined by
the police, not just the file contained
on the disk that the private person
viewed.30 Other disks, however,
which were found in close proximi-
ty to the disks containing contra-
band (and which the private
searcher also provided to the
police, but did not view prior to
relinquishing control to the police),
could not be examined by the police
until they obtained a warrant. The
5th Circuit based this holding on
the limitation of the “private
search” exception that limits subse-
quent police searches to situations
where “the police knew with sub-
stantial certainty, based on the
statements of the private searchers,
their replication of the private
search, and their expertise, what
they would find inside.”3!

In United States v. Carey,32 howev-
er, the 10th Circuit cautioned that
because of the voluminous amount
of information on computers, the fact
that a person has no expectation of
privacy in one file or directory
(because, for example, a search war-
rant authorized the police to search
one set of files in the computer) does
not mean that other parts of the com-
puter are outside of the defendant’s
retained zone of privacy.33 A recent
case in the U.S. District Court for the
Middle District of Pennsylvania also
endorsed this view. In United States
v. Crist3* the defendant’s computer
was discarded by his landlord when
he was dispossessed from his apart-
ment. Another person retrieved the
computer and in the process of look-
ing through the contents, discovered
child pornography. He alerted the
police, who seized the computer and
conducted a thorough forensic
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examination of the computer with-
out first obtaining a search warrant.
The government claimed that the
search was permissible, because the
defendant’s expectation of privacy
was extinguished by the prior pri-
vate search. The district court dis-
agreed. Relying on Runyan, the court
concluded that the more extensive
search conducted by the police
exceeded the scope of the search that
the private party pursued and there-
fore suppressed the evidence.

Probable Cause
to Search or Seize
a Computer

In order to obtain a search war-
rant, the police must demonstrate
to a neutral and detached magis-
trate that there is probable cause to
believe that evidence of a crime, or
contraband, is located in the place
that is the target of the search.3

In some situations, the probable
cause basis for searching a computer
is obvious. Perhaps someone has
already seen contraband on the com-
puter, as in United States v. King,3° or
perhaps the user of the computer has
communicated with someone, such
as an undercover police agent, by e-
mail or in a chat room. Those are the
easy cases. What if there is no direct
evidence that the computer has con-
traband on it, or evidence of a crime,
but there is evidence that the owner
of the computer is a criminal: a drug
dealer, a tax evader or a corrupt pub-
lic official? Does that fact alone estab-
lish probable cause that there is evi-
dence of the crime on the computer?

In United States v. Zimmerman,37
the U.S. Court of Appeals for the
3rd Circuit held that information
that a person was engaged in sexu-
al misconduct and had shown
pornography to students was not
sufficient to establish that there
was any pornography on his com-
puter. This is one of the few cases
in any jurisdiction in which a court
has held that there was no probable
cause to look at a computer of the
target.38 With an alarming lack of
careful analysis, the Georgia appel-
late courts have routinely —and
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nonchalantly —approved search
warrants authorizing the seizure of
computers regardless of the appar-
ent lack of specific knowledge that
any contraband or evidence could
be found on the computer.3?
Consider the paucity of legal
analysis in these cases:

m  Schwindler v. State?0: The infor-
mation presented to the magis-
trate established that the defen-
dant molested a student repeat-
edly and showed him porno-
graphic videotapes (apparently
on a television). The court held
that this was sufficient probable
cause to seize computers at the
defendant’s house.

m Blevins v. State*l: Similar to
Schwindler, the search warrant
application showed that the
defendant had committed sev-
eral acts of child molestation
and that he was known to have
photographs and videotapes of
child pornography. Seizing the
defendant’s computers was jus-
tified based on this information.
The Court of Appeals reached
the same result in Birkbeck v.
State, where there was consider-
able evidence that the defen-
dant had molested his step-
daughter for several years, but
no information relating to the
use of a computer.

m Daniels v. State*2: The defen-
dant allegedly molested the
victim numerous times. A
computer was known to be
present in the house, though
there was no information
about what was on the com-
puter. The seizure of the com-
puter was authorized, because
computers “are often used” by
child molesters.

m Lemon v. State*3: The defendant
was watching a pornographic
videotape (apparently on a tele-
vision) with his girlfriend, and
they were using drugs. They
had an argument, and he killed
her. The court upheld the
search warrant that authorized
the seizure of the computer in
the house because it might con-

tain evidence regarding the
couple’s relationship.

m State v. Henley**: The defendant
was known to have acquired
illegal pornographic video-
tapes. A search warrant for
computers was authorized,
because pornographers use
computers.®

m State v. Hall%: Police observed
crack cocaine in the defendant’s
stove. No computer was ever
seen at the location, but the offi-
cer included “this standard lan-
guage” about seizing comput-
ers in the search warrant,
because drug dealers use com-
puters to facilitate drug sales.

m Dolev. State*”: A warrant author-
izing the seizure of “INSTRU-
MENTS OF COMMUNICA-
TION, COMPUTERS” found at
the defendant’s home (where
the defendant was believed to be
distributing and receiving
Valium and other controlled
substances in the mail) was
proper, based on the informa-
tion that the defendant received
the drugs at that location.

Although the police need not be
clairvoyant and precise about the
likelihood of finding evidence of a
particular crime on a computer, a
formulaic statement that “all drug
dealers” maintain records, or “all
child pornographers have Internet
downloads” or “all tax evaders
maintain computerized records” or
“anybody suspected of murder
who has a computer will have
some evidence of his whereabouts
at a certain time on his computer”
should not suffice. The “nexus”
requirement that has always been a
critical aspect of the probable cause
requirement®8 —that is, the require-
ment that evidence of the crime
will be found at a specific
location—should be rigorously
enforced when the subject matter is
the seizure of a computer. Thus,
demonstrating that there is proba-
ble cause that the suspect has com-
mitted a crime is only half the
showing that is required to obtain a
warrant to seize the suspect’s com-
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puter. There must also be probable
cause to believe that there is evi-
dence of the crime, or contraband,
contained in the computer.

Furthermore, in the Georgia
cases cited above, there was not the
slightest suggestion that the police
were required to be circumspect in
the review of the contents of the
computers once they were seized.
In essence, the search warrants in
those cases authorized the police to
review virtually every document
ever written by the user of the com-
puter, regardless of the content or
the date that the document was
authored, with nothing more than
an assumption that the suspect’s
computer was likely to have some
evidence of his criminal behavior
on the computer. The lack of partic-
ularity in those warrants is dis-
cussed in the next section.

With regard to the “staleness”
element of the probable cause
determination, it is interesting that
because deleted files can be recov-
ered, this issue is less problematic
in the case of a computer search. If
there is information that a year ago
the target downloaded child
pornography onto his computer,
the evidence will likely still be dis-
coverable using various forensic
tools, even if there is unmistakable
evidence that the target deleted the
images months ago.*? Further, if
there is evidence that the defendant
failed to pay his taxes five years
ago, records of his expenditures
and income might well still be
found on his computer.

The Particularity
Requirement

The Fourth Amendment re-
quires that a search warrant partic-
ularly describe the place to be
searched and the things to be
seized.?0 This core concern of the
Fourth Amendment prevents the
police from seizing anything that
they find of interest in a suspect’s
house based solely on the fact that
he is suspected of committing a
particular crime. The police must
apply for a warrant that particular-
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ly describes what they will be
searching for, and the magistrate
must issue a warrant particularly
describing what may be seized.
This limits not only what may be
seized, but the places where the
police may search.

Does probable cause to believe
that some evidence might be found
on a computer suffice to authorize a
search of the entire computer, or
should searches only extend to par-
ticular files, such as files with partic-
ular extension designations (“jpg,”
“doc,” etc.) or programs that are
more likely to contain evidence (or
contraband)? Should the police be
limited to documents or files created
during a certain timeframe? These
questions require a consideration of
the “particularity” requirement in a
context previously unknown in
Fourth Amendment jurisprudence.

The particularity requirement
prevents law enforcement from exe-
cuting “general warrants” that per-
mit  exploratory = rummaging
through a person’s belongings in
search of evidence of a crime.5! The
description of the things to be
seized must not be so broad that it
encompasses items that should not
be seized. The description in the
warrant of the things to be seized
should be limited by the scope of
the probable cause established in
the warrant. The particularity
requirement ensures that agents
conduct narrow seizures that
attempt to minimize unwarranted
intrusions upon privacy.52

The Georgia courts have
addressed the particularity require-
ment in a number of cases. In State
v. Kramer,53 for example, the defen-
dant was suspected of molesting
children. The police obtained a
search warrant that authorized the
seizure of any instruments used in
the crimes of child molestation.
There was no evidence given to the
issuing magistrate that the defen-
dant possessed any pornographic
videotapes, that the children had
been exposed to any videotapes or
that the defendant videotaped the
children. Nevertheless, the police
seized videotapes. The Court of

Appeals held that the trial court
properly suppressed the videotape
evidence. The general description
in the search warrant improperly
allowed the police to exercise too
much discretion in executing the
search warrant. The Court of
Appeals, moreover, stated that
even if the warrant authorized the
seizure of “videotapes” with noth-
ing more, this would not pass con-
stitutional muster.

In Reaves v. State,%* the Supreme
Court of Georgia considered a case
in which the police were investi-
gating a case of murder and cruel-
ty to children. The warrant author-
ized the seizure of any “notes and
papers” that would be evidence of
the crimes. The court—though not
without dissent—held that this
clause in the warrant was suffi-
ciently particular.

In United States v. Riccardi,?® the
10th Circuit held that a search
warrant that simply authorized
the seizure of all computers, hard
drives, floppy disks, removable
media drives, etc., was not suffi-
ciently specific, because the war-
rant did not limit what the FBI
could do with the computer infor-
mation once it was seized. That is,
this warrant would enable the
police to look through tax records,
calendars, e-mails and every other
bit of information on the comput-
ers and disks, despite the fact that
the probable cause basis for the
search was evidence that the
defendant had obtained child
pornography.>® As one court
succinctly held:

The cases and commentary
also draw a distinction
between the electronic storage
device itself and the informa-
tion which that device con-
tains. Thus, when the govern-
ment seeks to seize the infor-
mation stored on a computer,
as opposed to the computer
itself, that underlying informa-
tion must be identified with
particularity and its seizure
independently supported by
probable cause.>’
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Naturally, limiting the police to a
search of the files in the computer
marked “my criminal activities” is
not required. Computer users will
not catalogue their information in
this way. In fact, even the extensions
“ipg” or “doc” can be manipulated
at the user’s whim.58 Nevertheless,
in no Georgia case has any effort
been made to limit the scope of the
search of a computer. At a mini-
mum, the searching officers should
face the same restrictions that they
would face if they were executing a
search warrant in a suspect’s home
or office. Indiscriminate rummaging
through all the suspect’s belongings
for an extended period of time
would not be authorized. If the mag-
istrate is persuaded by the warrant
application that there is probable
cause to believe that the computer
contains evidence of the defendant’s
whereabouts on a certain date, then
the warrant should limit the police
(and the forensic agents) to search-
ing the computer for that evidence.
If the magistrate is persuaded by the
warrant application that there is
probable cause to believe that the
computer contains evidence of the
defendant’s drug dealing activity,
then the warrant should limit the
police and their forensic colleagues
to searching the computer for that
evidence. This proposal recognizes
that the computer itself is merely the
location in which the police might
expect to find evidence, and not the
end result of the search. Just as a
warrant authorizes the police to
search a house to find certain evi-
dence (particularly described), the
police should be limited in their
search of the computer to look for,
and seize, particularly described evi-
dence or contraband.

A recent 11th Circuit case®® pro-
vides some guidance in this area.
Federal law enforcement agents
targeted a company that was
believed to have routinely hired
illegal aliens for its work force. A
search warrant was obtained that
directed agents to seize all comput-
ers from the location. Once the
computers were seized, however,
the warrant expressly limited (at
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least to some extent) the search that
could be conducted by the agents:

The master affidavit limited
the search to specified cate-
gories of documents pertain-
ing to a number of businesses
and four individuals, and
limited the chronological
reach of the search to docu-
ments and records dating
back to 1997. The affidavit
also required the search activ-
ity to be focused on materials
related to specified immigra-
tion and tax violations.®0

Of course, if, while legitimately
looking for evidence that the mag-
istrate authorizes the agent to look
for, the agent discovers some evi-
dence of another crime, the plain
view doctrine will authorize the
police to seize that evidence, or as a
basis for seeking an additional
search warrant to search for evi-
dence of the newly-discovered
crime. If the magistrate does not
limit the scope of the computer
search in the first place, however,
there is simply no reason to invoke
the plain view doctrine, because
the agent would be expressly
authorized to search the entire
computer for the crime that led to
the seizure.

Execution of Search
Warrant That Does Not
Expressly Identify
Computers in the

“To Be Seized” Clause

If a search warrant does not
specifically authorize the seizure
of a computer, may the police
seize a computer if the warrant
does authorize the seizure of
“records” or other evidence of the
offenses? This issue is closely
related to the particularity
requirement in a search warrant.
In essence, the question is whether
a computer qualifies as a “particu-
larly described” item to be seized
if the computer is not specifically
identified in the warrant.

In Marron v. United States,®1 the
Supreme Court held that the
Fourth Amendment prohibits gen-
eral exploratory searches through
the particularity requirement. This
requirement must be applied with
a practical margin of flexibility
depending on the type of property
to be seized. “The requirement
that warrants shall particularly
describe the things to be seized
makes general searches under
them impossible and prevents the
seizure of one thing under a war-
rant describing another. As to
what is to be taken, nothing is left
to the discretion of the officer exe-
cuting the warrant.”62

In Military Circle Pet Center No.
94, Inc. v. State,63 the Court of
Appeals considered a case in which
a search warrant authorized the
seizure of euthanizing drugs, cruel-
ly-treated animals that were sick,
animals in a diseased and over-
crowded environment and certain
business records. Yet the officers
seized all drugs, all animals not in
perfect health and a wide range of
records. The Court of Appeals held
that the motion to suppress should
have been granted. Although the
warrant was based on probable
cause and did particularly describe
the items that were to be seized, a
search that is reasonable at its
inception may violate the Fourth
Amendment by virtue of its intol-
erable intensity and scope. As to
what may be taken, nothing, in the-
ory, is to be left to the discretion of
the officer executing the warrant.

In Cayce v. State,%* the court held
that an officer in the process of exe-
cuting a lawful search warrant is
authorized to seize any stolen prop-
erty, contraband or other item, other
than private papers, that he has
probable cause to consider tangible
evidence of the commission of a
crime, even though the property is
not listed in the warrant. The discov-
ery of the item must, however, have
resulted from a bona fide search for
the items named in the warrant. The
warrant in this case focused on 400
pounds of marijuana. Once in the
house, the police opened a jar of rice,
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suspecting that it might contain
cocaine. This was permissible.

When executing a search war-
rant to search for marijuana, offi-
cers routinely conduct a thorough
search for drugs, lists of customers
and any other information tending
to establish a drug connection.
Martin v. State®> held that this is
permissible and authorizes the
review of papers that constitute
evidence of another crime.

How do these rules apply to the
seizure of computers? Several cases
have held that if the warrant
authorizes the seizure of records of
drug-dealing, fraud or “other evi-
dence of child pornography,” the
police may seize a computer at the
site of a search, even if they have
no idea what is actually contained
on the computer.%®

In Georgia, however, a 1996 Court
of Appeals decision, Grant v. State,5”
held that if the warrant did not spec-
ify a computer (or computer disks)
as the items to be seized, those items
could not be seized, even if the items
that were permitted to be seized
could be found on the computer. In
this white-collar crime case, the war-
rant authorized the seizure of many
different types of documents associ-
ated with a timber fraud scheme,
including various deeds, correspon-
dence and financial documents. The
police seized various documents and
computers and computer disks:

This was not a situation in
which additional contraband
was seized during the search
because it was in plain view. . . .
Moreover, the “[p]lain view
doctrine may not be used to
extend a general exploratory
search from one object to anoth-
er until something incriminat-
ing at last emerges.” . . .

Here, the inventory list of the
items seized and [the officer’s]
testimony established that the
scope of the search exceeded
the warrant, and the Court
properly determined that the
search was excessive. We find
no legal support for the Court’s
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decision that practical consid-
erations and time constraints
justified the overly extensive
search. Moreover, there is no
factual support for this conclu-
sion since many of the items
seized which were outside the
scope of the warrant (e.g., the
computer, calendar) were unre-
lated to time constraints.68

Post-Seizure Conduct

The typical search of a house, of
course, involves the presence of
numerous law enforcement agents,
armed with a warrant specifically
identifying what they are permitted
to seize. The officers enter the prem-
ises and look through all the closets,
desks and under the mattress. Items
that match the description of the
items identified in the “to be seized”
clause are seized. Other items that
satisfy the plain view standard® are
also seized. Then the police leave.
With the seizure of computers,
however, that is only the beginning
of the searching process. Once the
computer is removed from the
house, it may be delivered to a
forensic lab (either at one of numer-
ous federal agencies, or at the GBI

Crime Lab) where the contents of
the computer may be examined for
hours, days, weeks or years. This
occurs regardless of whether the
police actually know, at the time of
the seizure, that any contraband or
evidence of a crime is anywhere on
the computer. It does not matter
whether the warrant identified
computers in the “to be seized”
clause, the computer was seized
because it qualified as a “record”
that was permitted to be seized or it
was simply seized because the
police believed that it satisfied the
definition of a plain view seizure.
When the search of the comput-
er commences, the forensic agent
needs to determine whether the
magistrate delineated any limits
on the scope of the search. That is,
did the magistrate satisfy the
Fourth Amendment’s particularity
requirement, as discussed above,
by limiting what the agents could
look for on the computer? If
such limitations exist, the agent
must honor those limitations.”0
Although it may be argued that
any such limitation would frus-
trate law enforcement’s legitimate
goal of finding evidence of a
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crime,”! there are limits on what
the police can do in a home, too,
that frustrates their efforts to find
every shred of evidence. After all,
when searching for drugs or docu-
ments in a home, the police are not
routinely permitted to tear the
walls down and dissect the studs
in the walls, remove the floor-
boards or dig up the back yard.
The fact that a search of a comput-
er, limited by the particularity
clause, might cause the police to
“miss” some evidence
is the result of the Fourth
Amendment and its particularity
and reasonable-ness requirements.
The Fourth Amendment causes
evidence to be missed every day.

Even if the magistrate has
imposed a limit on the scope of the
actual search of the contents of the
computer, everything is suddenly
in plain view, and the police have
limitless access and ability to view
the entire contents of the comput-
er for as long as they desire. Any
discovery of evidence that was not
envisioned by the search warrant
might qualify as a plain view dis-
covery under the traditional defi-
nition—the police have the right
to be where they are; the docu-
ment or picture is immediately
apparent to be contraband or evi-
dence of a crime—but the discov-
ery of evidence on a computer that
is being examined in a forensic
laboratory is hardly what the
Supreme Court had in mind when
the plain view doctrine was first
recognized 35 years ago.”2

Of course, a principal concern
when the police seize computers
and disks based on a warrant that
authorizes the seizure of records
is the length of time that the police
may keep the computers and
disks in order to determine
whether these containers include
evidence or contraband. Imagine,
by analogy, that the police were
authorized to search for cocaine at
a suspect’s house and that they
entered the house and simply
took every container —every suit-
case, every chest of drawers,
every box—and left with these
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containers, not knowing what was
in them! Imagine that the contain-
ers were brought to the crime lab,
where they were kept for weeks
or months, while technicians went
through every square inch of the
containers. If this scenario seems
inconsistent with the Fourth
Amendment, imagine that one of
these boxes contains every docu-
ment that the suspect has written
in the past five years, including
diaries, favorite recipes and letters
to his mistress; every newspaper
article that he has read; every pic-
ture that he has taken at every
family gathering (or at every orgy
that he has attended). How does
this type of seizure and search
(and it should be stressed that the
police seize first and search later)
square with the limitations of the
Fourth Amendment?

In large white-collar crime
investigations, the courts have
generally approved the removal of
file cabinets and computers from
the location of a search, even if the
contents are not known, in order to
reduce the length of time that the
search takes place on site.”3
Generally, these are cases in which
the magistrate has approved the
removal of a large volume of docu-
ments because of the likelihood
that evidence of fraudulent invoic-
es or forged contracts will be
found among the thousands or
millions of documents on site.
When such searches occur at a
business suspected of being
involved in massive fraudulent
activities, one hardly senses a
major Fourth Amendment viola-
tion. When such seizures occur
from one’s home based on the
alleged commission of a single
crime, it is a different matter.

The general rule is that the
police may not seize every docu-
ment in a person’s home if the
investigation focuses on a partic-
ular crime that does not necessi-
tate the careful review of thou-
sands of pages of documents. In
the 9th Circuit decision in United
States v. Tamura,’* the court cau-
tioned against this type of limit-

less dragnet seizure even in the
case of a company:

It is highly doubtful whether
the wholesale seizure by the
government of documents not
mentioned in the warrant com-
ported with the requirements
of the fourth amendment. As a
general rule, in searches made
pursuant to warrants only the
specifically enumerated items
may be seized. . . . It is true
that all items in a set of files
may be inspected during a
search, provided that suffi-
ciently specific guidelines for
identifying the documents
sought are provided in the
search warrant and are fol-
lowed by the officers conduct-
ing the search. . . . However,
the wholesale seizure for
later detailed examination of
records not described in a war-
rant is significantly more intru-
sive, and has been character-
ized as “the kind of investiga-
tory dragnet that the fourth
amendment was designed to
prevent.” . . . We cannot sanc-
tion the procedure followed by
the government in this case.”>

Yet that is precisely what occurs
every time the police seize a per-
son’s computer. Thus, while in the
large white-collar case, the seizure
of all the file cabinets in the corpo-
rate offices may be reasonable, in a
typical case involving a search for
particularly described evidence, the
seizure of a person’s computer
results in the de facto seizure of all
the suspect’'s private papers that
have been received or written for
the past several years. In virtually
every case in which computers are
seized, they are removed from the
premises for an extended period of
time, and the search of the owner’s
private papers—thousands, if not
millions of documents — goes on for
a virtually unlimited period of time.

How to limit the scope of the
police search of a computer has
never been satisfactorily decided. It
is simply accepted practice that the
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police may look through the entire
contents of a computer without
any further participation by a mag-
istrate, simply on the basis that the
computer might contain some evi-
dence of a crime. This practice is
incompatible with the require-
ments of the Fourth Amendment’s
particularity requirement or the
plain view doctrine, and does not
satisfy the reasonableness standard
any more than a wholesale
removal of every piece of paper in
a suspect’s house —no matter what
the crime is —would be tolerated.

Some courts that have considered
this problem conclude that the
Fourth Amendment’s “reasonable-
ness” standard controls the length of
time that the police may keep a com-
puter and conduct the search.76 In
United States v. Brunette,”” the magis-
trate ordered that the forensic search
of the defendant’s computers be con-
ducted within the first 30 days of the
seizure. The agents’ failure to com-
ply with this requirement led to the
suppression of certain evidence. A
recent case in Washington, however,
held that the statutory 10-day limita-
tion on the validity of a warrant does
not apply to the search of a comput-
er that has been seized pursuant to a
lawful search warrant.”8

The issue is complicated by the
fact that once contraband is found
on a computer (child pornography,
for example) or once it is deter-
mined that the computer is an
instrumentality of the crime (drug
ledgers, for example), the comput-
er is subject to forfeiture under
both state and federal forfeiture
laws,” and the owner’s possessory
interest is reduced, if not non-exis-
tent. In addition, the police will
often make a mirror of the entire
computer and return the computer
itself to the owner, keeping the
exact duplicate. Whether this
retention of a copy of the entire
computer—all the Word docu-
ments, all the e-mails, all the
Internet searches, all the calendars
and journals—for an eternity is
“reasonable” or consistent with our
concept of a right of privacy,
remains to be decided.

February 2009

IMBORDINO POLYGRAPH EXAMINATIONS, LLC

“When the Need for the Truth is Important”

* FORMER FEDERAL POLYGRAPH SUPERVISOR

¢ 21 YEARS OF POLYGRAFH EXPERIENCE

e EXPERT WITNESS

* AMERICAN POLYGRAPH ASSOCIATION

e AMERICAN COLLEGE OF FORENSIC EXAMINERS
e APA CERTIFIED POLYGRAPH INSTRUCTOR

DONALD J. IMBORDINO

(678) 986-9600
E-mail: dimbordino@earthlink.net  Web site: www.ImbordinoPolygraph.com

Business Valuations

Divorces ® Estate/Gifts @ ESOPs e Disputes ® Fairness Opinions
Family Limited Partnerships ® Intangible Assets

Mitchell Kaye, CFA, ASA
(770) 998-4642
e-mail: Valuation@MitchellKaye.com

American Society of Appraisers ® Past President, Atlanta Chapter
Chartered Financial Analyst

serving appraisal clients since 1981

Court Testimony / IRS Experience

ARTHUR T. ANTHONY

Certified Forensic Handwriting and
Document Examiner

(770) 338-1938

Diplomate-American Board of Forensic Document Examiners
American Society of Questioned Document Examiners
American Academy of Forensic Sciences
P.O. Box 620420 Practice Limited to Civil Matters
Atlanta, Georgia 30362

EXPERT WITNESS: Forensic Accounting ® Financial Fraud

M. Martin Mercer, JD, CPA, FCPA, CFE
7768 S. Steele St., Centennial, CO 80122 @® Phone: (303) 621-5825
Website: www.MMartinMercer.com @ E-mail: mmercer@b2bcfo.com

Specialization: Mr. Mercer leads the B2B CFO® Litigation Services Practice which
offers to litigating attorneys over 85 partners averaging 25 years of experience

in finance, accounting, business valuations, litigation support, financial fraud
investigations, forensic accounting, and expert witness services. Mr. Mercer is an
attorney and a CPA as well as a Certified Fraud Examiner (CFE) and Forensic CPA
with over 25 years of experience in all aspects of finance, accounting, financial fraud,
litigation support, and forensic accounting.

25



Should a search warrant be bifur-
cated, initially authorizing the
seizure of the hardware (the physi-
cal computer itself, despite the fact
that the vast majority of informa-
tion on the computer will not be
evidence of a crime) and then
detailing what the “forensic” exam-
iners may examine—that is, the
“files” or directories that are likely
to contain evidence of the crime? Or
is the judge’s job simply to author-
ize the seizure of the entire comput-
er, and the rest is left to the police?

A federal court in Illinois con-
cluded that the government would
be required to detail its “search
protocol” prior to commencing its
search, though the court approved
the seizure of the target’s comput-
er.80 The court required the gov-
ernment to explain how it intended
to minimize the intrusion into
areas that were not likely to include
such evidence.

For an example of a warrant that
prescribed various limitations on
the search method, consider the
case of United States v. Triumph
Capital Group, Inc.81 The magistrate
authorized the search of the entire
hard drive, but required that (1)
certain keyword searches be con-
ducted to minimize the intrusion;
(2) in addition to keyword search-
es, the searching agents would be
entitled to do certain manual
searches through directories and
folders; (3) a “taint team” would be
required, which would comprise
of prosecutors not involved in the
investigation, who would make
sure that no privileged informa-
tion was shared with the prosecu-
tors who were involved in the case;
and (4) the search would be con-
ducted pursuant to rigorous proto-
cols that would protect the integri-
ty of the information.

Some courts have required that
the government use various foren-
sic tools (not just a rudimentary
“word search”) to limit the govern-
ment’s intrusion into sensitive
information that has no relevance
to the investigation. Among the
limits that can be imposed are
“date range” limitations; limita-
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tions to “graphics” or “text” files;
and limiting the search to certain
software programs. Other courts,
however, have rejected the
requirement that the government
set forth its method of conducting
the search in the warrant itself,
assuming that the warrant itself
satisfies the particularity require-
ment and does not operate as a
blank check authorizing the limit-
less rummaging through the con-
tents of the computer. 82

Consent Searches

In Trulock v. Freeh,33 the U.S.
Court of Appeals for the 4th Circuit
held that a person who shares a
computer with her significant other
is not capable of consenting to a
search of the computer’s contents
that were password-protected and
created by the other person, if each
user has a password that the other
person does not know. The court
compared this situation to the situ-
ation where a homeowner lacks
consent to authorize the search of
another occupant’s room if the
other occupant is permitted to
maintain a separate bedroom
under lock and key.

In United States v. Buckner,8* the
police went to the defendant’s house
and secured his wife’s consent to
“mirror image” the computer that
was seen on the table in the living
room. The wife said that she used the
computer occasionally to play soli-
taire. The agents then used forensic
tools to examine the contents of the
computer and determined that the
defendant had used the computer to
engage in various fraudulent acts.
The 4th Circuit held that the consent
of the wife was not valid to enable
the police to view the password-pro-
tected files on the computer, but that
she had apparent authority to grant
consent, because the police were not
aware that files were password-pro-
tected by the defendant and had a
reasonable belief that the wife had
access to the entire computer’s con-
tents. Thus, the evidence would not
be suppressed.

The 10th Circuit reached a similar
result in United States v. Andrus,%°

where the court concluded that the
defendant’s father had apparent
authority to consent to a search of
the son’s computer. In Andrus, the
son had a different password from
the father’s, and the father did not
know the password. When the
police seized the computer, howev-
er, they were unaware of the exis-
tence of the password, and the
forensic investigators who exam-
ined the computer did so without
having to enter a password. The fact
that the father did not, in fact,
have the password and therefore
arguably did not have the authority
to consent to the search of the son’s
computer was not determinative,
because he had the apparent author-
ity to consent, and that appearance
was sufficient to authorize the police
to seize the computer and provide it
to the forensic investigators for fur-
ther analysis.8¢

Conclusion

Although the federal courts have
begun to grapple with complex
Fourth Amendment issues that con-
front the police and the courts
when computers are seized and
searched, the Georgia courts have
viewed computers as little more
than “another briefcase” that can be
searched if there is probable cause
to believe that evidence might be
found therein. This simplistic view
fails to recognize the scope of the
searches that are being undertaken;
fails to consider the amount of
information found in computers
that has nothing to do with legiti-
mate law enforcement concerns
and results in the violation of the
particularity requirement of the
Fourth Amendment and the
requirement that searches and
seizures be reasonable. Magistrates
who are issuing search warrants in
the first instance, trial courts that
view the results of these searches
and seizures and the appellate
courts that ultimately decide the
lawfulness of these searches need to
begin the process of limiting the
scope of computer searches and
crafting rules to protect citizens’
legitimate privacy rights. @
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